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The system security plan, system privacy plan, and cybersecurity supply chain risk management 

plan are collectively referred to as system plans. They describe the purpose of the system, the 

operational status of the controls selected and allocated for meeting risk management 

requirements, and the responsibilities and expected behavior of all individuals who manage, 

support, and access the system. This publication identifies essential elements of system plans 

from security, privacy, and cybersecurity supply chain risk management perspectives to 

promote consistent information collection across the organization, regardless of the system’s 

mission or business function. 

Keywords 
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Reports on Computer Systems Technology 

The Information Technology Laboratory (ITL) at the National Institute of Standards and 

Technology (NIST) promotes the U.S. economy and public welfare by providing technical 

leadership for the Nation’s measurement and standards infrastructure. ITL develops tests, test 

methods, reference data, proof of concept implementations, and technical analyses to advance 

the development and productive use of information technology. ITL’s responsibilities include 

the development of management, administrative, technical, and physical standards and 

guidelines for the cost-effective security and privacy of other than national security-related 

information in federal information systems. The Special Publication 800-series reports on ITL’s 

research, guidelines, and outreach efforts in information system security, and its collaborative 

activities with industry, government, and academic organizations. 
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The following materials are available on the publication details page to supplement the 

guidance provided in this publication: 

• System Security Plan outline example 

• System Privacy Plan outline example 

• Cybersecurity Supply Chain Risk Management System Plan outline example 

• System Plan Roles and Responsibilities 

Audience 

This publication is intended to serve a diverse audience, including: 

• Individuals with information security, privacy, and risk management program oversight 

responsibilities (e.g., authorizing officials, senior agency information security officers, 

senior agency officials for privacy) 

• Individuals with system development responsibilities (e.g., mission or business owners, 

program managers, systems engineers, systems security engineers, systems privacy 

engineers, software developers, systems integrators, acquisition or procurement 

officials) 

• Individuals with system security and privacy implementation and operations 

responsibilities (e.g., mission or business owners, system owners, information owners or 

stewards, system administrators, system security officers, system privacy officers) 

• Individuals with cybersecurity supply chain risk management-related responsibilities 

(e.g., C-SCRM program managers) 

• Individuals with acquisition and procurement-related responsibilities (e.g., acquisition 

officials, contracting officers) 

• Individuals with logistical or disposition-related responsibilities (e.g., program managers, 

system integrators, property managers) 

• Individuals with control assessment and monitoring responsibilities (e.g., auditors, 

Inspectors General, system evaluators, control assessors, independent verifiers and 

validators, analysts) 

• Commercial entities and industry partners that produce component products and 

systems, create security and privacy technologies, or provide services or capabilities that 

support information security or privacy 

The material presented in this publication assumes that the audience has a basic understanding 

of the NIST Risk Management Framework (RMF). 
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NIST welcomes feedback on the quality of the draft revision of this publication, including the 

technical accuracy of the material presented, the ease of navigating and understanding the 

material, and the impacts of the added, modified, and removed content. 

This updated guidance for the development of system plans is intended to support: 

• The development and maintenance of system plans following the NIST RMF 

• Privacy risk management as reflected in the NIST Privacy Framework, the inclusion of 

privacy risk management in SP 800-37, and the updated controls in SP 800-53 to more 

fully support privacy objectives 

• The increased attention to cybersecurity-related supply chain risks reflected in SP 800-

161 and the supply chain risk management (SR) controls in SP 800-53 

• The use of automation to capture, process, and report information in the system plans 

to facilitate risk management activities and decisions 

NIST is particularly interested in feedback on the following: 

• How do these guidelines align with your existing organizational practices for 

documenting or reporting security, privacy, and cybersecurity supply chain risk 

management efforts at the system level? 

• How do you expect the guidelines and supplemental materials to influence your future 

practices and processes? 

• What additional system plan elements would improve the usability of the information 

captured for the system plans? 

• What additional considerations are there for automating the capture of system 

information using enterprise security tools that would improve organizational risk 

management efforts and risk decision-making? 

Comments can be submitted using the comment template posted on the publication details 

page and sent to sec-cert@nist.gov with the subject “SP 800-18r2 ipd comments.” 
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This public review includes a call for information on essential patent claims (claims whose use 

would be required for compliance with the guidance or requirements in this Information 

Technology Laboratory (ITL) draft publication). Such guidance and/or requirements may be 

directly stated in this ITL Publication or by reference to another publication. This call also 

includes disclosure, where known, of the existence of pending U.S. or foreign patent 

applications relating to this ITL draft publication and of any relevant unexpired U.S. or foreign 

patents. 

ITL may require from the patent holder, or a party authorized to make assurances on its behalf, 

in written or electronic form, either: 

a) assurance in the form of a general disclaimer to the effect that such party does not hold 

and does not currently intend holding any essential patent claim(s); or 

b) assurance that a license to such essential patent claim(s) will be made available to 

applicants desiring to utilize the license for the purpose of complying with the guidance 

or requirements in this ITL draft publication either: 

i. under reasonable terms and conditions that are demonstrably free of any unfair 

discrimination; or 

ii. without compensation and under reasonable terms and conditions that are 

demonstrably free of any unfair discrimination. 

Such assurance shall indicate that the patent holder (or third party authorized to make 

assurances on its behalf) will include in any documents transferring ownership of patents 

subject to the assurance, provisions sufficient to ensure that the commitments in the assurance 

are binding on the transferee, and that the transferee will similarly include appropriate 

provisions in the event of future transfers with the goal of binding each successor-in-interest. 

The assurance shall also indicate that it is intended to be binding on successors-in-interest 

regardless of whether such provisions are included in the relevant transfer documents. 

Such statements should be addressed to: sec-cert@nist.gov 
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System plans collectively refer to the system security plan, system privacy plan, and 

cybersecurity supply chain risk management (C-SCRM) plan that describe the design and 

implementation of security, privacy, and cybersecurity supply chain protections throughout the 

system life cycle. System plans include information about the data being created, collected, 

disseminated, used, stored, and disposed; identify individuals who are responsible for system 

risk management efforts; describe the environment of operation, system components, and data 

flows within the environment; and account for system risks associated with information 

exchanges involving systems outside the authorization boundary. The structure and format of 

system plans are prepared according to organizational needs and the information described in 

this publication. 

NIST Special Publication (SP) 800-18r2 (Revision 2) addresses the development and 

maintenance of system plans in support of risk management activities, such as tasks in the NIST 

Risk Management Framework (RMF) steps in [SP800-37]. This revision: 

• Provides content considerations for elements in system plans; 

• Discusses the use of automation to develop and maintain system plans over the system 

life cycle, including sharing and protecting system plan information; and 

• Provides supplemental materials, including system plan outline examples and updated 

roles and responsibilities associated with system plans that may factor into system plan 

development. 

Federal agencies are required to develop and maintain system plans for managing risks, 

including implementation details for the controls allocated to address the requirements. 

Nonfederal organizations may voluntarily apply these guidelines to develop and maintain 

system plans consistent with their risk management strategies. 
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All systems that process, store, and transmit information within an organization need 

safeguards that adhere to an organization-wide risk management strategy to address security, 

privacy, and cybersecurity supply chain risks. System plans collectively refer to the system 

security plan, system privacy plan, and cybersecurity supply chain risk management (C-SCRM) 

plan, which describe the assets and individuals being protected within an authorization 

boundary and the system risks associated with information exchanges that involve systems 

outside of the authorization boundary. 

• The system security plan describes the system security requirements, including the 

controls selected to protect the confidentiality, integrity, and availability of the system 

and its information. 

• The system privacy plan describes the system privacy risk management requirements, 

including the controls selected to address predictability, manageability, and 

disassociability.1

1 The NIST Privacy Framework [NIST PF] explains the privacy engineering objectives of predictability, manageability, and disassociability. 

 

• The C-SCRM plan describes the system’s C-SCRM requirements, including the controls to 

manage, implement, and monitor the supply chain and develop and sustain the system 

across mission and business functions. 

The NIST Risk Management Framework (RMF) [SP800-37] provides a flexible methodology for 

organizations and systems to manage security, privacy, and supply chain risks. The expected 

outputs of RMF tasks (see Appendix A) inform the system plan elements that describe the 

system’s purpose; environment of operation; information that is stored, processed, and 

transmitted; data flows within the environment and with interconnected systems; control 

implementation details; and the roles and responsibilities of individuals associated with the 

system. Automation and information management tools can facilitate the collection,  

presentation, and update of system plan information.2

2 The NIST Open Security Controls Assessment Language [OSCAL] is designed to standardize the representation, implementation, and 

assessment of controls using machine-readable data formats (e.g., XML, JSON, YAML). These OSCAL representations can be used in conjunction 

with the other OSCAL schemas to represent structured and machine-readable system plan information, control assessment plans, and 

assessment results, which facilitate the continuous assessment and monitoring of system controls. Initially designed for security assessment, 

OSCAL has been proven suitable for the machine-readable representation of other control types (e.g., privacy, supply chain, accessibility, 

safety) and to support their continuous assessment and monitoring. 

 

This publication focuses on the development of system plans that address system-level security, 

privacy, and C-SCRM requirements that are derived from enterprise, organization, and 

mission/business process requirements. These guidelines can also be extended to: 

• Common control providers that provide implementation details for controls available to 

be inherited by other systems; 

• Requirements identified in [SP800-171] and [SP800-172] for the development of system 

security plans for nonfederal organizations protecting Controlled Unclassified 

Information (CUI); and 
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providers, including software as a service (SaaS), infrastructure as a service (IaaS), and 

platform as a service (PaaS). 

System plans are required for federal systems in accordance with Office of Management and 

Budget (OMB) Circular A-130 [OMBA-130] and the provisions of the Federal Information 

Security Modernization Act (FISMA) of 2014 [FISMA].3

3 [FISMA] includes privacy protections in the definition for confidentiality. as indicated in [44 USC3552]. 

 Nonfederal organizations — including 

private and small businesses, academic institutions, and state, local, and tribal governments — 

may also utilize these guidelines to support their risk management programs. 

1.1. Relationship to Other NIST Guidelines 

This publication is designed to support the NIST portfolio of risk management initiatives and 

publications4

4 The full range of NIST cybersecurity-related publications can be found in the Information Technology Laboratory (ITL) Computer Security 

Resource Center [CSRC]. Additional resources are available through the NIST Cybersecurity and Privacy Reference Tool [CPRT]. 

 that address security, privacy, and supply chain risk management concepts and 

methodologies, including: 

• SP 800-37, Risk Management Framework for Information Systems and Organizations: A 

System Life Cycle Approach for Security and Privacy [SP800-37] 

• SP 800-53, Security and Privacy Controls for Information Systems and Organizations 

[SP800-53] 

• SP 800-53A, Assessing Security and Privacy Controls in Information Systems and 

Organizations [SP800-53A] 

• SP 800-53B, Control Baselines for Information Systems and Organizations [SP800-53B] 

• SP 800-161, Cybersecurity Supply Chain Risk Management Practices for Systems and 

Organizations [SP800-161] 

• SP 800-171, Protecting Controlled Unclassified Information in Nonfederal Systems and 

Organizations [SP800-171] 

• SP 800-172, Enhanced Security Requirements for Protecting Controlled Unclassified 

Information [SP800-172] 

• NIST Privacy Framework: A Tool for Improving Privacy through Enterprise Risk 

Management [NISTPF]  

• The NIST Cybersecurity Framework (CSF) [NISTCSF]  

1.2. Document Organization 

The publication is organized into the following sections: 

• Section 2 describes system security, system privacy, and C-SCRM plans. 
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• Section 3 identifies elements that may be included in system security, privacy, and 

C-SCRM plans. 

260 
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264 

265 

266 
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269 

270 

• Section 4 describes how system plans are developed and maintained in relation to the 

RMF and with the support of automation. 

• The References section lists the source materials cited in this publication. 

The following appendices provide additional information and resources that support the 

development of system plans: 

• Appendix A summarizes the RMF task outputs included in system plans. 

• Appendix B lists the abbreviations and acronyms used in this publication. 

• Appendix C provides a glossary of the terms used in this publication. 

• Appendix D provides a publication change log. 
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System plans are based on the organization’s risk management strategy and NIST guidelines 

(e.g., [SP800-37], [SP800-53], [SP800-161]). They: 

• Define the authorization boundary of the system; 

• Support the organization’s security, privacy, and C-SCRM objectives; 

• Define capabilities to defend the organization against threats and threat actors; 

• Identify individuals who are responsible for managing and supporting the system; 

• Help organizational personnel understand how to manage risks to an acceptable level 

throughout the system life cycle and respond to changing risks in a timely manner; 

• Consider requirements for information technology, operational technology, and 

emerging technologies that may be informed by system artifacts, such as risk 

assessments, business impact analyses (BIAs), and information exchange agreements; 

• Provide sufficient evidence to support risk-based decisions regarding the ongoing 

operation or use of the system; and 

• Require methodical reviews and periodic updates to maintain information about the 

system’s mission, technologies, components, personnel, and implemented controls. 

The information contained in system plans can be captured as documents or using different 

Governance, Risk and Compliance (GRC) tools. This section addresses the objectives and 

purposes of the system security plan, system privacy plan, and C-SCRM plan. 

2.1. System Security Plan 

The system security plan identifies the system’s security requirements and the protections that 

are planned or in place to meet those requirements. The security plan:  

• Enables organizational leadership and system management personnel to manage 

security risks and make effective risk management decisions throughout the system life 

cycle; 

• Describes implemented or planned controls that address the system’s security 

requirements; 

• Identifies the individuals responsible for maintaining the security protections for 

information and information systems; 

• Consolidates details about the system, including its purpose, authorization boundary, 

[FIPS199] security categorization, operational status, and environment of operations; 

and  

• Demonstrates how security objectives (i.e., confidentiality, integrity, and availability) are 

achieved by following security engineering approaches to building resilient and 

trustworthy systems. 
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2.2. System Privacy Plan 306 
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The system privacy plan identifies controls that are allocated and implemented to address 

privacy risks related to both cybersecurity events and data processing. The privacy plan:  

• Aligns the system’s privacy objectives with the organization’s mission, risk tolerance, 

and privacy goals; 

• Defines system requirements with respect to the privacy engineering objectives of 

predictability, manageability, and disassociability and the Fair Information Practice 

Principles (FIPPs)5

5 The FIPPs have been adopted in various forms in law and policy within the U.S. Government and by international organizations, such as the 

Organization for Economic Cooperation and Development (OECD) and the European Union. [OMB A-130] identifies and explains the FIPPs for 

U.S. federal agencies. 

; and 

• Describes planned and implemented controls to address privacy requirements and data 

processing activities that may compromise privacy (i.e., problematic data actions6

6 Per the NIST Privacy Framework [NIST PF], a problematic data action (PDA) may cause an adverse effect for individuals. 

). 

Privacy requirements may be informed by legal and regulatory obligations as well as privacy 

activities and artifacts, such as Privacy Impact Assessments (PIAs), Privacy Risk Assessments 

(PRAs),7

7 The NIST Privacy Risk Assessment Methodology [PRAM] helps organizations analyze, assess, and prioritize privacy risks to identify appropriate 

responses and solutions. 

 System of Records Notices (SORNs), Memorandums of Understanding (MOUs), or 

other types of contracts or agreements. This includes identifying and cataloging key inputs, 

such as data actions, contextual factors that describe the circumstances surrounding data 

processing, privacy capabilities, and privacy engineering and security objectives based on 

organizational mission needs, risk tolerance, and privacy goals. The tasks in the RMF Prepare 

step identify sources of system privacy requirements. 

2.2.1. Relationship Between the System Security Plan and System Privacy Plan 

Organizational security and privacy programs have complementary objectives and overlapping 

risks with regard to confidentiality, integrity, and availability, as shown in Fig. 1. 

 

Fig. 1. Relationship between security and privacy risks 

Both unauthorized data access and authorized disclosures that are made without sufficient 

disassociability can introduce privacy issues, physical harms, or economic losses. Systems must 
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comply with laws governing data subject rights (i.e., the right to access, correct, or delete 331 
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360 
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363 

information8

8 Many laws, regulations, and guidance focus on a defined scope of information that is covered by privacy protections, such as [OMB A-130] and 

PII. However, data processing may potentially introduce privacy risks if data does not meet a narrow privacy definition (e.g., some data that is 

not PII can be combined with other information during processing to become PII). 

). The system privacy plan describes how the organization manages the risks of 

over-collection, unauthorized profiling, or the misuse of data about individuals. 

Control implementation details differ between system privacy, security, and C-SCRM plans (see 

Sec. 3.8). While security-related controls can support system privacy outcomes, privacy risks 

require additional privacy-focused controls. Some controls may also introduce privacy risks that 

require additional management, such as controls related to monitoring for insider threats. 

Incorporating these privacy-focused controls into the system helps ensure that privacy is 

considered holistically alongside security concerns. 

2.3. Cybersecurity Supply Chain Risk Management Plan 

A C-SCRM strategy9

9 The cybersecurity supply chain refers to the linked set of resources and processes between and among multiple levels of the organizational 

hierarchy. In general practice, C SCRM is at the nexus of SCRM and information security, so C SCRM and SCRM refer to the same concept for the 

purposes of this publication. Other organizations may use different definitions of C SCRM and SCRM which are outside the scope of this 

publication. This publication does not address many of the non-cybersecurity aspects of SCRM. 

 addresses cybersecurity risks at the organization level throughout the 

supply chain, including commercial-of-the-shelf (COTS) products, turn-key solutions, and 

support services. A C-SCRM plan then incorporates those organization-level priorities, policies, 

and risk tolerances to address system-level risks and interdependencies with controls that 

enhance trust and protection. The C-SCRM plan: 

• Identifies policy implementations, requirements, constraints, and implications that are 

specific to the cybersecurity supply chain at the system level; 

• Describes the system’s approach to managing supply chain risks that are associated with 

the research, development, design, manufacturing, acquisition, delivery, integration, 

operations, maintenance, and disposal of its components or services; 

• Describes the system in the context of the organizational supply chain risk tolerance, 

including acceptable supply chain risk response strategies or controls, a process for the 

continuous evaluation and monitoring of supply chain risks, approaches for 

implementing and communicating the plan, and a description of and justification for the 

supply chain risk mitigation measures that are taken; and 

• Includes supplier and/or component inventories that specify the associated criticality to 

the system, key individuals who fill supply chain-relevant roles, security control 

implementation information that is specific to supply chain considerations, system 

diagrams, and interdependencies with other systems. 

Different types of systems may have specific considerations that can be addressed in the 

C-SCRM plan, such as the system architecture, security categorization [SP800-60v2], or type of 

technology used within the system. All security controls from [SP800-53] with supply chain risk 

management applicability are listed in [SP800-161], Appendix A, which also features an 
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enhanced overlay of control enhancements that are specific to supply chains as well as 364 

365 

366 

367 

368 

369 

370 

371 

372 

373 

374 

375 

376 

377 

378 

379 

380 

381 

implementation guidance. 

2.4. Consolidated System Plans 

Organizations determine whether to consolidate the system security, system privacy, or 

C-SCRM plans, as described in RMF [SP800-37] Task S-4, Documentation of Planned Control 

Implementations, and [SP800-161]. For a consolidated plan: 

• Common elements in the security, privacy, and C-SCRM plans (e.g., System Name and 

Identifier, System Operational Status, System Description, Authorization Boundary and 

System Environment) provide consistent information about the system’s mission, 

purpose, and environment of operation. 

• Roles and responsibilities are defined to support the ongoing collaboration between 

individuals who are responsible for meeting system security, privacy, and C-SCRM 

requirements. 

• Each control that is allocated, tailored, and implemented or planned for implementation 

has details that clearly address system requirements. 

Automation using information management tools (see Sec. 4.8) can support the collection and 

compilation of distinct security, privacy, and C-SCRM control implementation details; common 

system plan elements; and roles and responsibilities. 
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3. Elements of System Plans 382 

383 
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399 
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410 
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415 

This section recommends informational elements to include in system plans. Information 

management tools (e.g., GRC) can be used to capture and report system information and 

control implementation details following consistent and logical structures that address security, 

privacy, and C-SCRM risk management objectives. 

3.1. System Name and Identifier 

Designate a unique system name and identifier to distinguish one system from 

another in organizational records. 

The assigned system identifier is applied to the system plans and artifacts that are associated 

with the system and remains the same throughout the system life cycle. It facilitates the 

traceability of, identification of, and responses to privacy and security events (e.g., access to 

data, data transfers). Where possible, the system identifier is referenced in PIAs and PRAs to 

link privacy risks to specific systems and their associated controls. 

For a complex system (e.g., [SP800-37], Appendix G, Authorization Boundary Considerations), 

additional subsystem or system element identifiers may be assigned to reflect the relationship 

between the authorization boundary and the individual subsystems within the environment of 

operation. 

3.2. System Plan Reviews and Change Records 

Provide a method for recording system plan reviews and changes over the 

course of the system life cycle. 

System plan reviews ensure accountability for periodic (e.g., life cycle milestones, gate reviews, 

and significant contracting activities) and ad hoc changes. Organization-designated individuals 

can verify the accuracy and completeness of the information included in the system plans and 

alignment between system plans 

A system plan review log records the name and role of the individual performing the review, 

the review date, the feedback generated during the review process, and associated notes. A 

system plan change record focuses on specific updates that are made to the system plan rather 

than changes that are addressed by system change control processes (e.g., CM-03, 

Configuration Change Control). The change record may include additional information, such as: 

• Date of review and revision 

• Plan revision or version identifier 

• Description of change or revision 

• The section affected 

• Changes made by name, title, and/or organization 



NIST SP 800-18r2 ipd (Initial Public Draft)  Developing Security, Privacy, and 

June 2025  C-SCRM Plans for Systems 

10 

Updates to the system plan are approved and applied as part of organizational or system-416 
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specific change management processes. The records help management understand the content 

updates that have been implemented and verify that the authorization package contains the 

most current revision of the system plans. While document management processes may 

require manual change record updates, information management tools can automatically track 

the changes made to specific system plan elements and generate reports that identify those 

changes and the users who approved and implemented them. 

3.3. Role Identification and Responsible Personnel 

Identify the individuals who serve as authorizing officials and system owners as 

well as other key roles with system responsibilities. 

Depending on the system plan type, individuals with roles and responsibilities for coordinating 

system-specific risk management activities may be identified, including the system security 

officer, system privacy officer, and personnel who support the C-SCRM Program Management 

Office (PMO). An organization may identify other individuals who support system plan 

development, as needed. 

Organizations include the following contact information for each individual: 

• Name 

• Role (e.g., system-specific role, organizational role) 

• Organizational unit, department, or division 

• Primary business phone number 

• Alternate business phone number 

• Business email address 

Restrict contact information to business information to avoid exposing personal information. 

Using personal information (e.g., a home phone or personal cell phone number as the 

“alternate business phone number”) may create unnecessary privacy risks for individuals. 

3.4. System Operational Status 

Indicate the operational status of the system. 

The system operational status identifies the readiness of system functionality in an operational 

environment with the following indicators:  

• Under development — The system is being designed or developed and is not fully 

functioning in an operational environment. 

• Operational — The authorized system is operating in the operational environment. 

• Undergoing a major modification —The authorized operational system is undergoing a 

major change to the operational environment. 
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• Disposal — The system is no longer authorized, operational, or under development. 450 

451 
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For complex systems, include the operational status of the subsystems within the authorization 

boundary. 

System Plan Approval 

System plan approval is critical prior to control implementation for systems under 

development. By approving the system plans, the authorizing official or designated 

representative accepts and agrees to the set of controls and their proposed allocation and 

implementation. Input from other organizational officials provides information to support 

approval of the system plans, such as: 

• The system security plan requires concurrence from the senior accountable official for 

risk management or risk executive (function), chief information officer (CIO), or senior 

agency information security officer. 

• The system privacy plan requires concurrence from the senior agency official for privacy 

to demonstrate alignment between the organization’s privacy and security programs. 

• The C-SCRM plan requires coordination with the C-SCRM PMO. 

The system plan approval includes the full names, system roles, organizational titles, signatures, 

and signature dates of the individuals who approved the plan. Information management tools 

and document management systems can electronically capture the required signatures from 

the appropriate approvers. 

Subsequent reauthorizations or ongoing authorizations ensure that updates to the system plan 

based on the actual implementation of the controls are reviewed and approved [SP800-37]. 

System management may update the system plan approval each time the system plan is 

reviewed to maintain accountability for the content. 

Approval of the system plans does not authorize the operation of the system or the offering 

of common controls for inheritance. 

System Authorization Decision 

Prior to a system being put into the operational environment, or to maintain its operational 

status, an authorization decision is made by the authorizing official. The system plan may 

include references to authorization decision artifacts, such as an authorization to operate (ATO) 

letter or memorandum issued by the authorizing official that explains the terms and conditions 

of the authorization decision. If the organization implements a program for ongoing system 

authorization, the ongoing authorization decision information may be referenced in the system 

plan. The organization determines how to identify the authorization status of the system as a 

part of an information security continuous monitoring (ISCM) strategy that includes ongoing 

authorization. 
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3.5. System Description 485 

486 

487 
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511 
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513 

514 

515 

516 
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518 

Provide a high-level overview of the system’s characteristics, its purpose, and 

how it supports the organization’s mission. 

Identify technologies or factors that present additional security- or privacy-specific risks, such 

as cloud-based products and services, “bring your own device” (BYOD) policies, or the 

processing of data about individuals. Summarize the system user base and identify user roles 

that require privileged access and access to data about individuals to ensure accountability and 

transparency. 

While the system security plan may focus on broad cybersecurity risks, the system privacy plan 

highlights the role of the system in handling personal data and the controls implemented in 

response to associated privacy risks. For example, the system privacy plan addresses how risks 

related to the collection, use, and sharing of data are managed and how those practices align 

with the organization’s privacy policies. The system description in the privacy plan aligns with 

the information provided in the PIA, PRA, and other applicable privacy documentation (e.g., 

SORN, MOU, other types of contracts or agreements). 

3.6. System Information Types and System Categorization 

Identify the information types that are processed, stored, or transmitted by the 

system, and categorize them by their impact level for each security objective 

(i.e., confidentiality, integrity, availability). 

Organizations identify the [SP800-60v2] information types that are processed, stored, or 

transmitted by the system; their impact levels (i.e., low, moderate, and high) based on risk 

management activities, system artifacts (e.g., Risk Assessment Report, PIA, SORN), and 

guidance on the categorization of federal information and systems [FIPS199]; and justifications 

for adjusting the provisional impact levels following the guidelines in [SP800-60v1]. Special 

conditions may be applied to the information type provisional impact levels, and the high-water 

mark for each of the security impacts determine the final system categorization. 

3.7. Authorization Boundary and System Environment 

Define the scope of the system protections that encompass the authorization 

boundary, including all components of the system to be authorized for 

operation. 

The system plan can summarize key aspects of the system architecture, including the use of 

subsystems and external service providers; physical or logical separations; local and remote 

management functionalities; customized or specialized components, functions, or data flows; 

and the use of private, public, or hybrid cloud service providers or offerings. 
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3.7.1. Authorization Boundary Description 519 
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Include system diagrams that clearly depict the components of the system 

architecture within the authorization boundary. Supporting topology narratives 

may also be provided. 

Graphic representations of the key internal boundaries, critical components, subsystems, 

primary and secondary data stores, virtual components, information exchanges, and services 

from third-party providers demonstrate how resilience and redundancy are addressed in the 

system architecture. When developing or generating diagrams, certain system architecture 

information (e.g., IP addresses, network routing and access rules) may be redacted 

commensurate with organizational system data protection requirements. 

System Diagrams 

Identify the physical and logical locations of the system components in the authorization 

boundary. Components are identified based on their roles in the system, such as application 

interfaces, information data stores, or development, test, and production environments. 

Diagrams account for all system components, whether they are located on-premises, hosted by 

an external system, virtualized on system host devices, physically or logically isolated within the 

authorization boundary, or physically or virtually hosted by third-party service providers. 

Physical and environmental protections are identified, including physical entry points and the 

locations of environmental control systems (e.g., climate control systems, fire control systems). 

Network Architecture Diagrams 

Illustrate the physical and logical boundaries for communication between system components, 

including: 

• Technologies used to define the authorization boundary and to enable communication 

between components and services within the boundary or from third-party providers 

• Data routing and traffic controls, including monitoring for suspicious network activity 

• Communication routes for specialized components (e.g., operational technology, 

Internet of Things) 

• Components involved in physical and logical protections of other components 

• Components that are physically or logically isolated (e.g., air-gapped) 

Data Flow Diagrams 

Identify the direction of data exchanges and the components that receive and transmit data, 

including: 

• Where data is created 

• Where data enters and exits key internal boundaries 
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• The flow of information that results from information exchanges with external 553 
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579 

organization systems 

3.7.2. System Component Inventory 

Identify the inventory of components being used within the authorization 

boundary. 

System components are discrete, identifiable information technology assets that represent the 

building blocks of a system. The system plan may summarize the component inventory and 

provide instructions for acquiring information about their provenance10

10 Per [SP 800-53], provenance is “the chronology of the origin, development, ownership, location, and changes to a system or system 

component and associated data.” 

 and the following 

component details from an authoritative source (e.g., an endpoint management application): 

• Hardware component description, function, role, and deployment date 

o Unique component identifier (e.g., serial number, asset tracking identifier, other 

service codes that identify supply chain information) 

o Manufacturer and model, including sub-model identifiers or distinctions (e.g., 

subcomponent country of origin) 

o Warranty duration, expiration date, and/or maintenance support contract status 

o Specific physical locations (e.g., a rack in a server room) 

• Software product version, revision number, or build information 

o Software developer, manufacturer, and vendor, including for subcomponents  

o Secure software development attestation11

11 [SP 800-218] discusses the Secure Software Development Framework (SSDF), which supports the provisions of [EO 14028] for ensuring the 

secure functionality of software. [OMB M-22-18] and [OMB M-23-16] require an attestation form in which software producers confirm the 

implementation of specific security practices in the development of software products. 

 

o Product license type (e.g., single user, volume license, public license, freeware) 

o Software warranty and maintenance support contract status 

o Product license expiration date 

System personnel maintain the system component inventory that is included or referenced in 

the system plan. The physical inventory is often distinct from the system component inventory 

and is handled through procurement and property management procedures. For instance, the 

system component inventory accounts for hardware as well as instances of virtualized 

components on host devices that may not be included in the physical inventory. 
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3.8. Control Implementation Details 580 
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Identify the selected controls — starting with the control selection approach 

used — and provide implementation details for all of the controls that are 

allocated to the system. 

The organization determines their approach for selecting, tailoring, and allocating controls for 

systems. [SP800-37] describes two approaches for selecting controls: an organization-

generated control selection approach and a baseline control selection approach. The 

organization-generated control selection approach allows organizations to apply their own 

methodology to select controls to manage risk. Organizations consider applicable Cybersecurity 

and Privacy Framework Profiles to identify controls that support the achievement of security 

and privacy risk management outcomes. When using the baselines in [SP800-53B], identify 

baseline controls that have been removed, supplemental controls that were added as a result 

of tailoring activities, and the rationale and approval for all changes. The planned and actual 

control implementation details for each allocated control provide sufficient information to 

implement and assess the effectiveness of the control in addressing security, privacy, and 

C-SCRM requirements throughout the authorization boundary. 

Additional information supporting control implementation includes: 

•  Control implementation status (e.g., planning, planned/implementation incomplete, 

implemented as planned, implemented/tailored) 

• Planned inputs, related data sources, and expected system outputs for controls that are 

implemented in the hardware, software, or firmware components of the system 

• Special considerations for data processing and distribution 

• Summary of tailoring activities and resulting tailoring decisions 

• Location of related policy and procedure artifacts 

• Components, products, or services associated with the control 

• Roles or specific entities that are responsible for control implementation, including 

information about shared responsibilities for hybrid controls 

Other system artifacts may be referenced, including risk assessment results, plans of action and 

milestones (POA&Ms), authorization decision information, and other plans (e.g., contingency 

plan, configuration management plan, incident response plan) that provide more details about 

the control implementation. Additional information can be obtained from a variety of sources, 

such as network monitoring tools, security orchestration services, vulnerability scanning tools, 

endpoint management tools, and GRC tools. 

Common controls inherited by the system are identified in the system plan by reference. The 

implementation details for common controls are provided in the artifacts developed by 

common control providers that are made available to system owners. 

For hybrid controls, the system plan identifies who is responsible for the control 

implementation; how the associated security, privacy, and cybersecurity supply chain risks are 
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shared; and which parts of the control are provided by the common control provider or are 618 
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implemented at the system level. 

Control implementation details in a system privacy plan differ from those in system security 

and C-SCRM plans in several ways, including: 

• Scope and focus: While the system security plan primarily addresses safeguarding the 

system against unauthorized access and ensuring data confidentiality, integrity, and 

availability, the system privacy plan focuses on the broader implications of data 

processing. This includes considerations such as the context of data use, the potential 

impact on individuals, and adherence to privacy principles like transparency, data 

minimization, and purpose specification. 

• Privacy-specific risks: The system privacy plan addresses privacy-specific risks that might 

arise, even from authorized data processing activities. For example, privacy controls 

might include measures to minimize data collection to only what is necessary, restrict 

data sharing with third parties, or implement mechanisms that allow individuals to 

exercise their rights over their personal data. 

• Individual autonomy and transparency: Privacy controls often emphasize giving 

individuals control over their data (i.e., autonomy) and ensuring that individuals are 

informed about how their data is processed (i.e., transparency). These aspects require 

different control implementations compared to security controls, which are primarily 

concerned with protecting systems and information rather than individuals. 

Control implementation details in the C-SCRM plan reflect the mitigation of cybersecurity risks 

throughout the supply chain. [SP800-161], Appendix A, discusses the application of C-SCRM 

controls, requiring controls to flow down through key suppliers, and controls for monitoring 

adherence with organizational supply chain requirements. Implementation details for C-SCRM 

controls reference applicable organizational and mission/business process policies that provide 

inherited controls or are issued by the CIO, senior accountable official for risk management, 

C-SCRM PMO, or senior procurement executive. 

3.9. Information Exchanges 

Provide an overview of the information exchanges in which the system 

participates. 

Information exchanges are defined between systems that exchange data across authorization 

boundaries, whether inside or outside the organization [SP800-47]. Such agreements may vary 

based on the impact level of the information being exchanged, the relationship between the 

organizations exchanging information, or the level of access granted to personnel from the 

interconnected system. 
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In the system plan, identify the following for each information exchange in which the system 653 
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participates: 

• Type of agreement used for the information exchange (e.g., information exchange 

agreement, interconnection security agreement, memorandum of agreement, 

memorandum of understanding) 

• Effective start and end dates of the agreement 

• Systems participating in the agreement, including: 

o Name, role, title, and organization of the system owner and authorizing official 

o System name and unique system identifier assigned by the system owner’s 

organization 

o FIPS 199 categorization of the system and the information being exchanged 

o System authorization decisions status 

• Brief description of the exchange, including the purpose, type of data, and expected 

outputs 

• Method of information exchange (e.g., virtual private network, extranet, dedicated data 

transfer application) 

• Interface characteristics that explain how the information is being exchanged between 

the systems 

• Diagrams that show the data flows, system components, and technologies involved 

• Findings and mitigation strategies that are relevant to the components involved in the 

information exchange and may be identified in: 

o Security, privacy, or cybersecurity supply chain risk assessment reports; 

o Security and privacy control assessments; or 

o ISCM processes that identify security and privacy risks and mitigation strategies. 

Exchanges involving data about individuals have the potential to introduce additional privacy 

risks. The system privacy plan describes the protections for ensuring the confidentiality and 

integrity of data about individuals during transmission and storage, including details about the 

information being exchanged, the organizations and systems involved, and data sharing and 

service agreements between the system and entities that are outside of the authorization 

boundary. 
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3.10. Laws, Regulations, and Policies Affecting the System 683 
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Identify current laws, regulations, and policies that influence organizational 

policies and system requirements. 

The system plan can identify the sources of specific requirements for the confidentiality, 

integrity, or availability of the system; the predictability, manageability, and disassociability of 

information processed, stored, or transmitted by the system; and the protection of the supply 

chain. Organizational policies may identify the laws, regulations, and policies that are applicable 

to all systems within the organization or include a standardized list of requirement sources in 

an organizational template for system plans. As the legal and regulatory landscape evolves, the 

system plans are updated to adapt to new security, privacy, and cybersecurity supply chain risk 

management requirements, such as those that arise from the use of emerging technologies, 

automated decision-making, and data analytics. 

For example, privacy laws that govern data subject rights directly influence the development of 

the system privacy plan, including how data is handled and how the system protects individual 

rights, frames broader privacy risks, and addresses organizational privacy goals. The C-SCRM 

plan identifies suppliers or products that are prohibited by law, organizational policy, or other 

regulatory exclusions that define system-specific constraints. 

3.11. Digital Identity Acceptance Statement 

Provide a Digital Identity Acceptance Statement, as described in [SP800-63-3]. 

Organizational and system-level risk assessments determine the extent to which risk is 

managed by various processes,12

12 [SP 800-63-3] guidelines refer to the Identity Assurance Level (IAL), Authenticator AL (AAL), and Federation AL (FAL) as xAL, where “x” refers 

to either I, A, or F for the individual assurance levels. 

 which in turn drive decisions regarding applicable 

technologies and mitigation strategies. During the risk management process, the organization 

determines the assurance levels for identity proofing, authentication, and federation, if 

applicable; selects appropriate processes and technologies to meet each assurance level; and 

identifies compensating controls when necessary. 

3.12. Referenced Artifacts 

Provide or identify the location of artifacts that are referenced in the system 

plan. 

Verify that the system artifacts referenced in control implementation details or other system 

plan elements are available to authorized reviewers, such as organizational leadership, system 

management, and control assessors. Example artifacts may include the authorization decision 

artifact, contingency plan, configuration management plan, ISCM plan, incident response plan, 

information exchange and data sharing agreements, and risk assessment reports. 
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3.13. Acronym List and Glossary 716 

717 

718 

719 

720 

721 

722 

Define acronyms or terms that are used in the system plan and have 

organization- or system-specific meanings. 

An information management tool may provide organization-specific terms and acronyms 

defined to standardize references to system objectives, objects, requirements, and 

technologies. If necessary, system-specific terms and acronyms may be explained in the system 

plan to provide additional context. 
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4. System Plan Development and Maintenance 723 
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737 
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740 
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742 

743 

744 

745 

746 

747 

The RMF provides a methodology for managing system risks using organizational policies and 

system-level procedures to support system plan development, including responsibilities, 

ongoing reviews and updates, the approval of system plans, and assessments of control 

implementations. Fig. 2 shows the seven steps of the RMF. The following section identifies how 

systems plans are related to each step of the RMF.  

 

Fig. 2. NIST Risk Management Framework Steps 

Appendix A summarizes the outputs associated with specific RMF tasks that are included in the 

system plans. 

4.1. Prepare 

System plans support organizational risk management strategies, including regulatory and 

compliance obligations that define system-level requirements. To enable oversight and 

promote accountability, the plans designate individuals with roles and responsibilities for 

security, privacy, and supply chain risk management, such as those identified in [SP800-37] 

Appendix D. These roles align with broader organizational information security and privacy 

program plans [SP800-37] and the C-SCRM strategy and implementation plan [SP800-161] for 

consistency across all systems within the organization. 

Common control providers develop system plan artifacts that identify and provide 

implementation details for inheritable common controls. A common control plan describes 

privacy protections, such as data minimization, transparency, and consent management. It may 

also identify systems outside of the authorization boundary as a common control provider from 

which implemented controls are inherited. Inherent relationships with common control 

providers may be based on specific operational relationships with service providers in the 

supply chain. 
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Organizations may develop tailored control baselines for systems with specialized or 748 
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765 

766 

767 

768 

769 

770 

771 

772 

773 

774 

775 
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777 
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779 

780 

781 

782 

783 

784 

unconventional mission, business, or operational requirements to provide details that are 

incorporated into system plans, including: 

• Predetermined organization-defined parameter (ODP) values for control assignment and 

selection operations 

• Additional controls, control enhancements, and compensating controls to address 

organization-specific risks 

• Supplemental scoping guidance to explain the applicability of the tailored controls to 

specialized system, system element, or component operations based on security and 

privacy assumptions 

Prepare — System Level 

When the system life cycle is initiated, key information is collected to inform initial drafts of 

system plans, including: 

• The mission or business focus supported by the system 

• System stakeholders 

• The information types handled by system 

• Unique security and privacy risks in the information life cycle that are managed across 

the entire data ecosystem 

• How the authorization boundary is defined within the organizational infrastructure or 

enterprise architecture 

The organization assigns a system identifier to associate component inventory records, device 

event and audit records, and system-related artifacts. 

The system level C-SCRM plan provides a context for how organizational C-SCRM policies are 

applied at the system level by enumerating requirements, describing constraints, and 

addressing other supply chain risk implications. C-SCRM plans for systems align with the 

established organization-wide risk tolerances and C-SCRM strategy. Many organizations choose 

to enable systems to inherit common controls that support the organization or enterprise 

C-SCRM requirements. In cases where multiple components within an organization are 

responsible for different subsets of the same system, the organization decides the scope of the 

C-SCRM plan. 

During each of the subsequent RMF steps, the system plans are updated to revise existing or to 

add additional information as the system is developed. 

Defining the Authorization Boundary 

The system plans identify how data flows through various subsystems, third-party services, and 

external networks to ensure that privacy risks are managed comprehensively. The authorization 

boundary establishes the scope of protection for the system based on mission, management, or 

budgetary responsibilities. Privacy risks can arise at any stage of data processing because of the 
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interconnected nature of modern systems, and identifying and responding to them may require 785 
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807 
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809 

810 

811 

812 

813 

814 

looking beyond the authorization boundary. 

System-specific C-SCRM concerns may include risks derived from suppliers that are several 

layers removed from the end user or supply chain risks associated with specific organization-

defined technologies. For example, C-SCRM considers the complexities of new technologies and 

dynamic system interdependencies that can result in suppliers gaining incidental access13

13 This derives from the work done regarding third-party risks in the Zero Trust Data Security Guide [ZTDATASEC], which discusses third parties 

and suppliers with incidental access to data. [SP 800-88] provides minimum sanitization requirements for use in determining recommended 

sanitization methods for specific media to minimize data remanence and the availability of residual data. 

 to 

data. C-SCRM plan considerations include vendor-controlled SaaS offerings, hybrid or cloud 

environments, open-source software, information and communications technology and 

operational technology from suppliers outside of Trade Agreements Act nations, and general 

procurement from unauthorized resellers. 

4.2. Categorize 

The system’s [FIPS199] security categorization reflects potential adverse impacts of the loss of 

confidentiality, integrity, or availability; determines the [FIPS200] minimum security 

requirements; and supports the RMF Select step. Security categorization information in the 

system plan also provides the rationale for categorization decisions, including privacy and 

C-SCRM impacts [SP800-60v2]. Approving the security categorization may require additional 

input from the senior agency official for privacy and the senior procurement official. 

To account for both privacy and security risks in system plans, impact levels for each 

information type reflect potential adverse impacts on organizational operations and assets and 

the privacy of individuals whose data is processed by the system. Privacy impacts are informed 

by other risk management activities and documentation, such as PIAs, SORNs, MOUs, and the 

NIST PRAM. 

The C-SCRM plan is generally developed for high- and moderate-impact systems, as indicated in 

[SP800-161]. However, there is value in developing the C-SCRM plan to protect low-impact 

systems as well, particularly if the low-impact system uses the same components found in high- 

and moderate-impact systems. In the absence of a C-SCRM plan for a low-impact system, the 

system security plan can identify the inheritance of C-SCRM controls from organization-level 

common control providers, enumerate organizational and system risk tolerances, and 

demonstrate the acceptance versus the transfer or mitigation of cybersecurity supply chain 

risks via system-specific controls. 
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4.3. Select 815 
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843 
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846 

System plans identify the controls that are selected and allocated to the system for 

implementation. More than one approach for selecting controls may be used as circumstances 

dictate, such as: 

• Organization-generated control selection: The organization uses its own process to 

select and tailor the controls in the system plan based on a variety of factors, including 

organizational mission or business priorities, system capabilities, the context in which 

the system operates, and threats. 

• Baseline control selection: Controls in the organizationally tailored control baselines 

that were determined during the RMF Prepare step are factored into the control 

selection process. 

o The initial security baselines in [SP800-53B] group controls that are designed to 

support the [FIPS200] minimum security requirements for systems based on the 

[FIPS199] security impact level. 

o The initial privacy baseline in [SP800-53B] identifies controls for federal agencies 

to address privacy requirements and manage privacy risks that arise from 

processing data about individuals based on privacy program responsibilities 

under [OMBA-130].14

14 Implementing the privacy control baseline does not necessarily mean that a federal agency has met all of its obligations under [OMB A-130]. 

Agencies may be required to take additional, separate actions to fully comply with OMB privacy requirements. Documenting all actions to 

address privacy risk management and compliance efforts in the system privacy plan can provide essential information to support control 

assessments, authorization decisions, and control monitoring processes. 

 These controls are rooted in privacy engineering objectives 

and are designed to respond to privacy risks with effective data protection 

strategies. System privacy and security officials collaborate on the selection of 

privacy controls to ensure that both privacy and security risks are managed, 

particularly in areas where the risks overlap. 

o Organizations can use a control overlay (e.g., C-SCRM extended overlay15

15 [SP 800-161] includes specific C-SCRM instructions for selecting, tailoring, and implementing controls based on (i) the environments in which 

enterprise information systems are acquired and operate; (ii) the nature of operations conducted by enterprises; (iii) the types of threats facing 

enterprises, mission and business processes, supply chains, and information systems; and (iv) the type of information processed, stored, or 

transmitted by information systems and the supply chain infrastructure. 

) as a 

starting point for selecting controls with broad-based support across 

communities of interest for specific circumstances, situations, and/or conditions. 

Completing the tasks in the RMF Select step results in system plans that explain how the 

security, privacy, and C-SCRM risk management controls are being met for information that is 

transmitted, processed, and stored by the system. 

4.3.1. Control Tailoring 

The control tailoring activities in [SP800-53B] provide flexibility for aligning the allocated 

controls with system-specific needs, such as addressing organizational policies or specific use 

cases in the system environment of operations. Tailoring can address the impacts associated 
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with poor quality or counterfeit products, supplier misuse of intellectual property, supplier 847 
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879 

tampering with or compromise of mission-critical information, and exposure to cyber attacks 

through vulnerable supplier systems.  

The system plans record the justification and decision for control tailoring activities, including: 

• Common controls that are inherited by the system from common control providers; 

• Scoping considerations for selected controls; 

• Compensating controls that are selected and allocated; 

• ODP values for control assignment and selection operations; 

• Additional controls that supplement the baseline, such as controls based on 

Cybersecurity and Privacy Framework Profiles;16

16 The National Online Informative References Program maps CSF Subcategories to [SP 800-53] controls, and the NIST Privacy Engineering 

Program maps the Privacy Framework to [SP 800-53] controls. 
17 If the common control provider implementation details are considered controlled information (e.g., those associated with a cloud service 

provider or cloud service offering), restrictions in applicable service agreements related to the distribution of organizational and system 

information are followed. 

 

• Additional specification information for control implementation; and 

• Controls that are tailored out of the selected control baseline. 

Security, privacy, and supply chain risk management officials coordinate to adequately address 

overlapping requirements and potential conflicts related to tailoring activities, and all decisions 

are approved through the system plan approval process. However, only the authorizing official 

can accept the risks associated with removing controls from the selected baseline. 

Tailoring can involve enhancing existing controls to meet system-specific operational needs, 

such as strengthening consent mechanisms or implementing stricter access controls for high-

risk data processing activities. Privacy officials tailor controls to address system-specific privacy 

requirements (e.g., additional safeguards for health or financial data) and confirm that tailoring 

decisions do not result in compliance gaps or additional privacy risks. The C-SCRM PMO can 

provide guidance for C-SCRM plan development through tailored common controls that may 

apply across the organization or mission, such as supplier risk assessments. 

4.3.2. Identification of Planned Control Implementations 

System plans identify the intended system-specific application of each allocated control along 

with an adequate level of implementation detail to support the assessment and monitoring of 

the control and associated control enhancements. Controls that are partially implemented by a 

common control provider are identified in the system plan as hybrid controls. Implementation 

details for the system-specific part of hybrid controls describe the risk management 

responsibilities that are shared between the system and the common control provider. 

For fully inherited or hybrid controls, system plans reference the source of the common control 

to avoid duplicating the common control implementation details.17 Notes may be added to the 

implementation details to describe how fully inherited controls address system requirements. 

 

https://csrc.nist.gov/projects/olir/informative-reference-catalog/details?referenceId=131#/
https://csrc.nist.gov/projects/olir/informative-reference-catalog/details?referenceId=131#/
https://csrc.nist.gov/projects/olir/informative-reference-catalog/details?referenceId=131#/
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Control implementation details in the system privacy plan describe how the controls meet 880 
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privacy-specific requirements, such as those that address risks related to the processing of 

personal information, the context of data use, and potential consequences for individuals.  

4.3.3. Plan Review and Approval 

The senior agency official for privacy is responsible for reviewing and approving the system 

privacy plan or consolidated plan before it is submitted to the authorizing official or designated 

representative (see Sec. 3.4). This review ensures that privacy risks have been thoroughly 

identified and that privacy controls and risk management strategies are aligned with 

organizational policies, legal requirements, and privacy objectives. When reviewing the system-

specific C-SCRM plan in the authorization package, authorizing officials consult with the C-SCRM 

PMO as well as acquisitions personnel in cases of technology procurements. The C-SCRM 

review ensures that the C-SCRM controls and risk management strategies align with the overall 

organizational risk tolerances. 

The authorizing official may request additional input from the senior accountable official for 

risk management, CIO, senior agency information security officer, senior agency official for 

privacy, or senior procurement executive to support the system plan approval decision. 

• If the system plans are acceptable, the authorizing official or designated representative 

approves the system plans, enabling the system owner to begin execution of the RMF 

Implement step. 

• If the system plans are unacceptable, the authorizing official or designated 

representative may recommend changes for the system owner or common control 

provider to implement. 

Approving system plans at this step does not authorize system operation or the offering of 

common controls for inheritance. System authorization to operate, authorization to use, or 

common control authorization are tasks in the RMF Authorize step. 

4.4. Implement 

Allocated controls are designed, built, tested, and deployed following the details in the system 

plans. If a control is not implemented as planned or requires additional compensating controls, 

the system plans are updated to reflect the details of the actual “as-implemented” controls and 

the selected compensating controls.  

4.5. Assess 

Control assessments are based on the information in system plans to prepare for, create, and 

execute the assessment plan [SP800-53A]. The subsequent report identifies whether the 

controls in the assessment scope are implemented correctly, operating as intended, and 

producing the desired outcome with respect to meeting the system’s security, privacy, and 

supply chain risk management requirements. Personnel update the system plans based on 
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remediation actions that are taken to resolve control deficiencies reported during the 

assessment. At the conclusion of the control assessment, system plans provide a “point-in-

time” understanding of the system’s operation and the implemented controls that support the 

RMF 
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Authorize step.18

18 A system may go through multiple assessments and system plan updates during the system development life cycle in preparation for the RMF 

Authorize step. 

 

4.6. Authorize 

The system owner or common control provider assembles and submits an authorization 

package to the authorizing official for an authorization decision. The authorization package 

includes the system security and system privacy plans and any referenced artifacts. The C-SCRM 

plan is not required but may be included. 

The senior agency official for privacy reviews the authorization package to verify that the 

system aligns with organizational privacy objectives and legal obligations. The authorizing 

official relies on information in the system plan and feedback from the system owner and 

senior agency officials to: 

• Authorize a system to operate or be used within the organization, 

• Issue a common control authorization, or 

• Deny authorization to the system or common control provider to protect the 

organization from risks that are outside of established organizational risk tolerances. 

The authorization decision is included in the authorization package, identified in the system 

plans, and relayed to the system owner, common control provider, and other organization 

officials as appropriate. 

4.7. Monitor 

System plans are reviewed and revised on an organization-defined schedule19

19 [SP 800-53] controls PL-02, System Security and Privacy Plans, and SR-02, Supply Chain Risk Management Plan discuss requirements for the 

frequency of system plan reviews. 

 to ensure their 

continued accuracy and relevancy after authorization. Reviews may also occur in response to 

events that affect security, privacy, or C-SCRM risks, such as: 

• Revisions to the [SP800-53] security and privacy control catalog, [SP800-53B] control 

baselines, or [SP800-53A] assessment procedures 

• New or revised laws, regulations, and organizational policies that affect security, 

privacy, or SCRM requirements 

• Updates to the system risk assessment report that identify new risks that render existing 

controls less effective 
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• Weaknesses identified during control assessments and monitoring or after a security, 946 
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privacy, or supply chain cybersecurity incident or compromise (e.g., system data breach) 

• Changes that significantly alter the risk posture of the system and justify control 

reassessment and system reauthorization (e.g., revisions to the information types or 

special factors that affect system categorization, the selection and implementation of 

additional controls, additional tailoring activities that align control implementations with 

identified risks) 

• Changes to key system personnel (e.g., if the authorizing official changes, the incoming 

authorizing official reviews the system plans and artifacts to confirm the existing 

authorization or issue a new authorization decision) 

• Changes to the operational status of the system (e.g., promoting the system from 

“in development” to “operational,” system disposal) 

• Renewal of or modifications to existing agreements for information exchanges, the 

creation of new information exchanges, or the termination of information exchanges 

[SP800-47] 

• Changes to the organizational baseline supply chain risk strategy or inherited C-SCRM 

controls due to: 

o Changes in critical suppliers that potentially affect supply chain risks, including 

ownership changes, mergers and acquisitions activity, and geopolitical or 

environmental activity 

o Reviews of suppliers’ foreign ownership, control, or influence (FOCI) 

o Cybersecurity attacks or data breaches that affect a supplier’s ability to support 

confidentiality, integrity, or availability objectives 

Change management processes ensure that updates to system plans are tracked and noted, 

including revision or version identifiers to maintain a record of changes as well as specific 

procedures for tracking and managing modifications in the system configuration management 

plan. Automating information collection methods (see Sec. 4.8) can result in more efficient and 

effective system plan maintenance. 

Reauthorization or Ongoing Authorization 

The continued operation of an authorized system requires periodic or ongoing assessments to 

verify that the implemented controls still effectively satisfy security, privacy, and C-SCRM 

requirements [SP800-53A]. Authorizing officials can reauthorize the system based on these 

assessment results or update system plans to reflect changes to the control implementation 

details and environment of operation after ISCM activities [SP800-137]. 

For example, the system privacy plan can define privacy metrics (e.g., access requests from 

individuals, data sharing frequency, incidents) that are regularly analyzed during monitoring 

activities to track trends and risks. The system privacy officer is responsible for identifying 

assessment methodologies and metrics to determine whether privacy controls are 
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implemented correctly, operating as intended, and complying with applicable privacy 984 
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requirements. Appropriate updates to privacy controls and the system privacy plan can 

strengthen protections. 

Additionally, the system C-SCRM plan can identify a continuous monitoring capability for critical 

suppliers to alert system owners to changes that might affect the system’s risk posture. New 

critical components or technology refresh activities can trigger reviews of and updates to the 

C-SCRM plan, which may require system reauthorization. 

Disposal of System Components 

System components and information assets may be disposed of at any time during the system 

life cycle, which may introduce opportunities to compromise both physical and logical data. 

System plans include instructions for properly disposing of systems or components (e.g., 

sanitization of storage media), the date of system disposal, and records of information assets 

that are transferred to other systems. The disposal strategy may also be integrated into the 

control implementation details. Updates to the system component inventory may trigger 

additional updates to the system plans to reflect changes in the environment of operations. 

Additionally, the roles and responsibilities of all parties are clearly defined and communicated, 

including policies and procedures for responding to data exposure incidents that may occur 

during or after the disposal process. Decisions regarding the retention, transfer, or deletion of 

data are made by the system owner, information owner, authorizing official, and/or senior 

organization official for privacy in compliance with applicable data and records retention 

requirements, such as those provided by the National Archives and Records Administration 

[NARARECM]. 

Key considerations for the removal of a system or system elements from operation include the 

responsibilities of the system owner for protecting system data, the responsibility of the 

authorizing official for risks associated with data remanence,20

20 [SP 800-88] defines remanence as “residual information remaining on storage media.” 

 and the organizational liability 

for inadequate data sanitization. Demonstrating due diligence can address the legal and 

financial liabilities of data breaches caused by inadequate sanitization, unauthorized access to 

residual data, or the improper transfer of data to another system. 

4.8. Automation Support 

Maximizing the use of automation, wherever possible, can increase the effectiveness and 

efficiency of maintaining system plans throughout the system life cycle. Organizations have the 

flexibility to decide when, where, and how to use automation or automated support tools for 

plan development and monitoring.21

21 The [OSCAL] implementation layer includes a system security plan model that allows for the granular implementation and documentation of 

various controls (e.g., security, privacy, safety, accessibility) that require automated governance, risk management, and compliance processes. 

The OSCAL resources provide additional information and examples at https://nist.gov/OSCAL (documentation), 

https://github.com/usnistgov/OSCAL (OSCAL models), and https://github.com/usnistgov/oscal-content (OSCAL SP 800-53 catalog, SP 800-53B 

baselines, and SP 800-53A included in the OSCAL catalog). 

 Smaller organizations (e.g., micro government agencies, 

small businesses with fewer systems) may benefit from collecting system information in 

 

https://nist.gov/OSCAL
https://github.com/usnistgov/OSCAL
https://github.com/usnistgov/oscal-content
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individual system plans that can be stored in an organization-wide repository. Larger 1018
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organizations that operate more systems may benefit from an organization-wide information 

management tool (e.g., GRC tool) with a centralized data repository to consolidate and 

correlate system plan information across the organization. 

NIST does not recommend, endorse, or certify specific products, vendors, or technologies for 

the automation of system plan development and maintenance. 

4.8.1. Collection 

Information is collected from both organization-wide and system-specific data sources, 

including: 

• System component inventory information (e.g., technology, function, role, and 

configuration of components used within the operational environment22

22 [OSCAL] provides a “Component Definition” model that can be used by vendors to convey how controls are implemented by their products or 

by organizations to create playbooks that describe the implementation of specific controls that support secure configuration for particular 

system components. 

) 

• Personnel contact information from an organizational directory 

• Information types that are detected within the system but are excluded from system 

categorization determination 

• Changes to common controls and the inherited portion of hybrid controls 

• Changes to system plan information to enforce separation of duties 

• New, in-process, and resolved POA&Ms 

This data informs various management activities, such as prioritizing security, privacy, or SCRM 

initiatives and allocating resource based on impact priorities. Automating the collection of 

system-level risk information in a centralized repository following organization-defined data 

standards can reduce inconsistencies. 

4.8.2. Protection 

Organizations determine the level of protection required for system plan information based on 

the system’s information types [SP800-60v2] and organizational requirements. Access control 

policies in an organization-wide information management tool can: 

• Control the visibility of system plan data to specific access holders based on their roles  

• Ensure that only authorized users can update system information, review change 

records, and approve changes that have been made 

Additional access controls can be applied to prevent unauthorized access to the system’s 

weakness and vulnerability information. Organization- and system-specific policies may further 

control access to technical details about the system, such as IP addresses, vulnerability 

information, and architectural designs. 
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4.8.3. Sharing and Usability 1050 
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Maintaining system plan information in a central repository can improve the responsiveness of 

risk-based decision-making by senior officials and system risk managers. Authorizing officials 

and system owners review and update system information as needed (e.g., using automated 

information collection) to support continuous monitoring activities, ongoing assessments, and 

authorization processes. System management personnel track approval processes for change 

management functions and review control implementation metrics.  

The dashboard interfaces and reporting functions of organization-wide information 

management tools can ensure that authorized personnel receive updates on system 

component inventory information and the status of risk management efforts, including the 

system’s operational status, assessment and authorization schedules, POA&M status (e.g., late 

POA&Ms, expiring POA&Ms), and accepted risk information. 

The information management tool can also share control status and implementation 

information with internal and external interconnected systems, systems that inherit common 

and hybrid controls, external organizations, and system owners with authorized visibility. 

Compensating controls can be applied at the system level and included in the system plans to 

account for unresolved POA&Ms and inherited risks in the common control implementations 

and to maintain the necessary levels of protection to safeguard system assets and information. 

Information that is relevant to the preparation, planning, and execution of control assessments 

can be restricted to prevent the inadvertent release of system information by third-party 

assessors. Assessors may be given limited access to input assessment results and artifacts 

directly into the information management tool to generate assessment reports. 

4.8.4. Management 

Automation also facilitates system plan management, including:  

• Tracking changes to system plan elements, including the control implementations, 

agreements for information exchanges, POA&Ms, and supporting roles  

• Alerting organizational leaders and system management of changes or inconsistencies in 

the collected system plan information 

• Generating system plans using organization-approved templates to minimize the 

duplication of element-specific content (e.g., system description, system environment, 

identification of roles related to risk management or system operations) 

Automation can be particularly useful in assessing and continuously monitoring controls 

throughout the system life cycle. Storing system plan data in machine-readable formats can 

facilitate updates to control implementation details due to assessment results, control catalog 

or baseline updates, and other system changes. For example, POA&Ms for other than satisfied 

findings in a machine-readable assessment report can trigger updates to system plans and 

other system artifacts that are stored within a central repository. 
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Appendix A. RMF Task Outputs Related to System Plan Elements 1262 

1263 

1264 

1265 

1266 

The tasks indicated in Table 1 either explicitly identify the system and privacy plan as expected outputs or identify expected outputs 

that are directly related to the system plan elements identified in Sec. 3. Details about the individual tasks in Table 1 can be found in 

the [CPRT] reference dataset for SP 800-37. 

Table 1. RMF task outputs related to system plan elements 

RMF Step RMF Task RMF Task Outputs Related System Plan Element 

Prepare — 

Organization 
Level 

TASK P-4 

Organizationally Tailored 

Control Baselines and 

Cybersecurity Framework 

Profiles (Optional)  

List of approved or directed organizationally tailored 

control baselines 

• Control Implementation Details 

Prepare — 

Organization 
Level 

TASK P-5 

Common Control 

Identification 

List of common controls and providers that are 

available for inheritance; security and privacy plans 

(or equivalent documents) that describe the common 

control implementation, including inputs, expected 

behavior, and expected outputs)  

• Control Implementation Details 

Prepare — 

System Level 

TASK P-8 

Mission or Business Focus 

Missions, business functions, and mission or business 

processes that the system will support  

• System Description 

Prepare — 

System Level 

TASK P-9 

System Stakeholders  

List of system stakeholders • Role Identification and Responsible Personnel 

Prepare — 

System Level 

TASK P-10 

Asset Identification 

Set of assets to be protected • Authorization Boundary Narrative and 
Diagrams 

• System Component Inventory 

Prepare — 

System Level 

TASK P-11 

Authorization Boundary  

Documented authorization boundary • Authorization Boundary and System 
Environment 

Prepare — 

System Level 

TASK P-12 

Information Types  

A list of information types for the system • System Information Types and System 
Categorization 

Prepare — 

System Level 

TASK P-13 

Information Life Cycle 

Documentation of the stages through which 
information passes in the system throughout its life 

cycle, including data maps, data flow diagrams, entity 
relationship diagrams, database schemas, and data 
dictionaries 

• Authorization Boundary and System 
Environment 

https://csrc.nist.gov/projects/cprt/catalog#/cprt/framework/version/SP800_37_2_0_0/home
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RMF Step RMF Task RMF Task Outputs Related System Plan Element 

Prepare — 

System Level 

TASK P-16 

Enterprise Architecture 

Updated enterprise architecture; updated security 

architecture; updated privacy architecture; plans to 

use cloud-based systems and shared systems, 

services, or applications  

• Authorization Boundary and System 
Environment 

Prepare — 

System Level 

TASK P-17 

Requirements Allocation 

List of security and privacy requirements for the 

system, system elements, and environment of 

operation  

• Control Implementation Details 

Prepare — 

System Level 

TASK P-18 

System Registration 

A system identifier that is added to the organization-

wide system inventory as part of the system 

registration process  

• System Name and Identifier 

Categorize TASK C-1 

System Description  

Documented system description • System Description 

Categorize TASK C-2 

Security Categorization 

Impact levels that are determined for each 

information type and security objective (i.e., 

confidentiality, integrity, availability); security 
categorization based on a high-water mark of 

information type impact levels  

• System Information Types and System 
Categorization 

Categorize TASK C-3 

Security Categorization 
Review and Approval  

Approval of security categorization for the system • System Information Types and System 
Categorization 

Select TASK S-1 

Control Selection 

Controls that are selected for the system and 

environment of operation  

• Control Implementation Details 

Select TASK S-2 

Control Tailoring 

List of tailored controls for the system and 

environment of operation (i.e., tailored control 
baselines)  

• Control Implementation Details 

Select TASK S-3 

Control Allocation 

List of security and privacy controls that are allocated 

to the system, system elements, and environment of 

operation  

• Control Implementation Details 

Select TASK S-4 

Documentation of Planned 
Control Implementations 

Documentation of the controls for the system and 

environment of operation in security and privacy 
plans  

• Control Implementation Details 

Select TASK S-5 

Continuous Monitoring 
Strategy—System 

Continuous monitoring strategy for the system, 

including a time-based trigger for ongoing 

authorization  

• Control Implementation Details 
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RMF Step RMF Task RMF Task Outputs Related System Plan Element 

Select TASK S-6 

Plan Review and Approval 

Privacy plan reviewed by the senior agency official for 

privacy; C-SCRM plan reviewed by the senior 

procurement executive and/or C-SCRM Program 

Management Office (PMO); security, privacy, and 

C-SCRM plans approved by the authorizing official  

• System Operational Status 

Implement TASK I-1 

Control Implementation  

Implemented controls • Control Implementation Details 

Implement TASK I-2 

Update Control 

Implementation Information 

System plans updated with implementation details 

that are sufficient for use by assessors  

• Control Implementation Details 

Assess TASK A-5 

Remediation Actions 

Initial remediation actions completed based on 

security and privacy assessment reports; changes to 

implementations reassessed by the assessment team; 
updated security and privacy assessment reports; 

updated security and privacy plans, including changes 

to control implementations  

• Control Implementation Details 

Authorize TASK R-2 

Risk Analysis and 

Determination 

Authorizing official analyzes the relevant security and 
privacy risk information provided by the automated 
security/privacy management and reporting tool to 
determine the current security and privacy posture of 

the system 

• Control Implementation Details 

Authorize TASK R-3 

Risk Response 

Security and privacy plans include an accurate 

description of implemented controls, including 
compensating controls after control reassessments 

are completed 

• Control Implementation Details 

Authorize TASK R-4 

Authorization Decision 

Authorization to operate, authorization to use, 
common control authorization; denial of authorization 
to operate, denial of authorization to use, denial of 
common control authorization  

• System Operational Status 

Authorize TASK R-5 

Authorization Reporting  

Authorization decision • System Operational Status 

Monitor TASK M-1 

System and Environment 

Changes 

Updated security, privacy, and C-SCRM plans  • System Description 

• Authorization Boundary and System 
Environment 

• Control Implementation Details 

• Information Exchanges 
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RMF Step RMF Task RMF Task Outputs Related System Plan Element 

Monitor TASK M-2 

Ongoing Assessments  

Updated security and privacy assessment reports; 

updated supplier assessments required for C-SCRM 

plan  

• Authorization Boundary and System 
Environment 

• Control Implementation Details 

• Information Exchanges 

 

Monitor TASK M-3 

Ongoing Risk Response 

Modified, enhanced, or added controls are reassessed 

by assessors to ensure that they have been 

implemented correctly, are operating as intended, and 
producing the desired outcome with respect to 

meeting the security and privacy requirements of the 
system  

• Authorization Boundary and System 
Environment 

• Control Implementation Details 

• Information Exchanges 

Monitor TASK M-4 

Authorization Package 
Updates 

Organization updates security and privacy plans, 
security and privacy assessment reports, and 

POA&Ms on an ongoing basis to reflect modifications 
to controls based on risk mitigation activities 

• System Operational Status 

Monitor TASK M-7 

System Disposal 

Disposal strategy; up-to-date system component 

inventory; up-to-date security and privacy plans  

• System Plan Reviews and Change Records 

• System Operational Status 

 1267 
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Appendix B. List of Abbreviations and Acronyms 1268 

1269 
1270 

1271 
1272 

1273 
1274 

1275 
1276 

1277 
1278 

1279 
1280 

1281 
1282 

1283 
1284 

1285 
1286 

1287 
1288 

1289 
1290 

1291 
1292 

1293 
1294 

1295 
1296 

1297 
1298 

1299 
1300 

1301 
1302 

1303 
1304 

C-SCRM 

Cybersecurity Supply Chain Risk Management 

CIO 

Chief Information Officer 

CPRT 

Cybersecurity and Privacy Reference Tool 

CUI 

Controlled Unclassified Information 

DevSecOps 

Development, Security, and Operations 

FIPS 

Federal Information Processing Standards 

FISMA 

Federal Information Security Modernization Act 

FOCI 

Foreign Ownership, Control, or Influence 

GRC 

Governance, Risk, and Compliance 

IR 

Internal Report or Interagency Report 

ISCM 

Information Security Continuous Monitoring 

MOU 

Memorandum of Understanding 

NARA 

National Archives and Records Administration 

OMB 

Office of Management and Budget 

OSCAL 

Open Security Controls Assessment Language 

PIA 

Privacy Impact Assessment 

PMO 

Program Management Office 

PRA 

Privacy Risk Assessment 
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PRAM 1305 
1306 

1307 
1308 

1309 
1310 

1311 
1312 

1313 
1314 

Privacy Risk Assessment Methodology 

RMF 

Risk Management Framework 

SCRM 

Supply Chain Risk Management 

SecCM 

Security-focused Configuration Management 

SORN 

System of Records Notice 
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Appendix C. Glossary 1315 

1316 
1317 
1318 

1319 

1320 
1321 
1322 
1323 
1324 
1325 

1326 
1327 
1328 
1329 

1330 

1331 
1332 
1333 

1334 
1335 
1336 

1337 
1338 
1339 
1340 
1341 
1342 
1343 

1344 
1345 
1346 

1347 
1348 
1349 
1350 
1351 

1352 
1353 
1354 
1355 
1356 

1357 

cybersecurity supply chain risk management 

A systematic process for managing exposure to cybersecurity risks throughout the supply chain and developing 

appropriate response strategies, policies, processes, and procedures. [SP800-161] 

See also supply chain risk management. 

cybersecurity supply chain risk management plan 

A formal document that describes the implementations, requirements, constraints, and implications of 

cybersecurity supply chain risk management (C-SCRM) controls selected for an information system or environment 

of operation that work in collaboration with the C-SCRM strategy, policies, and implementation plan to provide a 

systematic and holistic approach to cybersecurity supply chain risk management across an enterprise. The C-SCRM 

plan may be integrated with the system privacy and security plans into one consolidated document. 

information security program plan 

Formal document that provides an overview of the security requirements for an organization-wide information 

security program and describes the program management controls and common controls in place or planned for 

meeting those requirements. [SP800-37] from [OMBA-130] 

See also privacy program plan. 

machine-readable 

When used with respect to data, means data in a format that can be easily processed by a computer without 

human intervention while ensuring no semantic meaning is lost. [44USC3502] 

privacy 

Freedom from intrusion into the private life or affairs of an individual when that intrusion results from undue or 

illegal gathering and use of data about that individual. [SP800-188] 

privacy continuous monitoring program 

An agency-wide program that implements the agency’s privacy continuous monitoring strategy and maintains 

ongoing awareness of threats and vulnerabilities that may pose privacy risks; monitors changes to information 

systems and environments of operation that create, collect, use, process, store, maintain, disseminate, disclose, or 

dispose of PII; and conducts privacy control assessments to verify the continued effectiveness of all privacy 

controls selected and implemented at an agency across the agency risk management tiers to ensure continued 

compliance with applicable privacy requirements and manage privacy risks. [OMBA-130] 

privacy control 

The administrative, technical, and physical safeguards employed within an agency to ensure compliance with 

applicable privacy requirements and manage privacy risks. [OMBA-130] 

privacy control assessment 

The assessment of privacy controls to determine whether the controls are implemented correctly, operating as 

intended, and sufficient to ensure compliance with applicable privacy requirements and manage privacy risks. A 

privacy control assessment is both an assessment and a formal document detailing the process and the outcome of 

the assessment. [OMBA-130] 

privacy plan 

A formal document that details the privacy controls selected for an information system or environment of 

operation that are in place or planned for meeting applicable privacy requirements and managing privacy risks, 

details how the controls have been implemented, and describes the methodologies and metrics that will be used 

to assess the controls. [OMBA-130] 

Note: The security plan and the privacy plan may be integrated into one consolidated system artifact. 
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privacy program plan 1358 
1359 
1360 
1361 
1362 
1363 

1364 

1365 
1366 
1367 
1368 

1369 
1370 

1371 
1372 
1373 

1374 
1375 

1376 
1377 
1378 
1379 
1380 

1381 
1382 
1383 
1384 
1385 

1386 
1387 
1388 
1389 
1390 
1391 

1392 

1393 
1394 
1395 
1396 

1397 
1398 
1399 
1400 

A formal document that provides an overview of an agency’s privacy program, including a description of the 

structure of the privacy program, the resources dedicated to the privacy program, the role of the Senior Agency 

Official for Privacy and other privacy officials and staff, the strategic goals and objectives of the privacy program, 

and the program management controls and common controls in place or planned for meeting applicable privacy 

requirements and managing privacy risks. [SP800-37] from [OMBA-130] 

See also information security program plan. 

privacy requirements 

A requirement that applies to an information system or an organization that is derived from applicable laws, 

executive orders, directives, policies, standards, regulations, procedures, and/or mission/business needs with 

respect to privacy. [SP800-37] 

Note: The term “privacy requirement” can be used in a variety of contexts, from high-level policy activities 

to low-level implementation activities in system development and engineering disciplines. 

privacy risk 

The likelihood that individuals will experience problems resulting from data processing, and the impact should they 

occur. [NISTPF] 

privacy risk management 

A cross-organizational set of processes for identifying, assessing, and responding to privacy risks. [NISTPF] 

risk management 

The program and supporting processes to manage risk to agency operations (including mission, functions, image, 

reputation), agency assets, individuals, other organizations, and the Nation, and includes: establishing the context 

for risk-related activities; assessing risk; responding to risk once determined; and monitoring risk over time. 

[OMBA-130] 

security 

A condition that results from the establishment and maintenance of protective measures that enable an 

organization to perform its mission or critical functions despite risks posed by threats to its use of systems. 

Protective measures may involve a combination of deterrence, avoidance, prevention, detection, recovery, and 

correction that should form part of the organization’s risk management approach. [SP800-37] 

security plan 

A formal document that provides an overview of the security requirements for an information system or an 

information security program and describes the security controls in place or planned for meeting those 

requirements. The system security plan describes the system components that are included within the system, the 

environment in which the system operates, how the security requirements are implemented, and the relationships 

with or connections to other systems. [SP800-53] 

Note: The security plan and the privacy plan may be integrated into one consolidated system artifact. 

supply chain 

Linked set of resources and processes between multiple tiers of developers that begins with the sourcing of 

products and services and extends through the design, development, manufacturing, processing, handling, and 

delivery of products and services to the acquirer. [OMBA-130] 

supply chain risk 

Risks that arise from the loss of confidentiality, integrity, or availability of information or information systems and 

reflect the potential adverse impacts to organizational operations (including mission, functions, image, or 

reputation), organizational assets, individuals, other organizations, and the Nation. [OMBA-130] 
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supply chain risk information 1401 
1402 
1403 
1404 
1405 
1406 
1407 
1408 
1409 
1410 
1411 
1412 
1413 
1414 
1415 
1416 

1417 
1418 
1419 

1420 

1421 
1422 
1423 

1424 
1425 
1426 
1427 

1428 
1429 
1430 

1431 
1432 
1433 
1434 
1435 

Includes, but is not limited to, information that describes or identifies: (1) Functionality of covered articles, 

including access to data and information system privileges; (2) Information on the user environment where a 

covered article is used or installed; (3) The ability of the source to produce and deliver covered articles as expected 

(i.e., supply chain assurance); (4) Foreign control of, or influence over, the source (e.g., foreign ownership, 

personal and professional ties between the source and any foreign entity, legal regime of any foreign country in 

which the source is headquartered or conducts operations); (5) Implications to national security, homeland 

security, and/or national critical functions associated with use of the covered source; (6) Vulnerability of federal 

systems, programs, or facilities; (7) Market alternatives to the covered source; (8) Potential impact or harm caused 

by the possible loss, damage, or compromise of a product, material, or service to an organization’s operations or 

mission; (9) Likelihood of a potential impact or harm, or the exploitability of a system; (10) Security, authenticity, 

and integrity of covered articles and their supply and compilation chain; (11) Capacity to mitigate risks identified; 

(12) Credibility of and confidence in other supply chain risk information; (13) Any other information that would 

factor into an analysis of the security, integrity, resilience, quality, trustworthiness, or authenticity of covered 

articles or sources; (14) A summary of the above information and, any other information determined to be 

relevant to the determination of supply chain risk. [FASCSA] 

supply chain risk management 

The process of identifying, assessing, and mitigating the risks associated with the global and distributed nature of 

information and communications technology product and service supply chains. [OMBA-130] 

See also cybersecurity supply chain risk management. 

system-related privacy risk 

Risk to an individual or individuals associated with the agency’s creation, collection, use, processing, storage, 

maintenance, dissemination, disclosure, and disposal of their PII. [OMBA-130] 

system-related security risk 

Risk that arises through the loss of confidentiality, integrity, or availability of information or systems and that 

considers impacts to the organization (including assets, mission, functions, image, or reputation), individuals, other 

organizations, and the Nation. [SP800-30] 

systems privacy engineering 

Process that captures and refines privacy requirements and ensures their integration into information technology 

component products and information systems through purposeful privacy design or configuration. [SP800-37] 

A specialty engineering discipline of systems engineering. It applies scientific, mathematical, engineering, and 

measurement concepts, principles, and methods to deliver, consistent with defined constraints and necessary 

trade-offs, a trustworthy asset protection capability that satisfies stakeholder requirements; is seamlessly 

integrated into the delivered system; and presents residual risk that is deemed acceptable and manageable to 

stakeholders. [OMBA-130] 
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Appendix D. Change Log 1436 

1437 

1438 

1439 

1440 

1441 

1442 

1443 

1444 

1445 

1446 

1447 

1448 

1449 

1450 

1451 

1452 

1453 

1454 

1455 

1456 

Draft NIST Special Publication (SP) 800-18r2 (Revision 2), Developing Security, Privacy, and 

Supply Chain Risk Management Plans for Systems, provides guidelines for developing and 

maintaining system security plans, system privacy plans, and C-SCRM plans. 

• Section 2 defines and explains the system plan types based on the RMF [SP800-37], 

[SP800-161], and the NIST Privacy Framework. 

• Section 3 updates the suggested elements for system security, privacy, C-SCRM plans 

and addresses the relationship between security risk management and privacy risk 

management. 

• Section 4 relates the development and maintenance of system security, privacy, and 

C-SCRM plans to the implementation of the RMF. Material has been added to address 

the use of information management tools and automation to support the development, 

management, maintenance, and protection of system plan information. 

In addition, the publication has been restructured, and the following content changes have 

been applied: 

• Technical content from other NIST publications is now included by reference rather than 

repeated. 

• The terms general support system, major application, and minor application have been 

deprecated to be consistent with OMB Circular A-130 (July 2016) [OMBA-130]. 

• The term system boundary has been updated to authorization boundary for consistency 

with the terminology in [SP800-37]. 
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